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: PRC [
Possesses List of Likely Leaked, Compromised Data that
Included U.S., Entities in

2019; Data Sets Apparently Include Those Related to
, and Voter Data / PII

I,  FRC
- was in possession of a document as of- 2019 that contained a list of— entities

and the data— ylelded. While a comparatively small portion of the list's entries featured

entities in_ the U.S., most of the entries were targets in other countries. The

data was primarily dated from between 2009 and 2018,

Il o particular note, the majority of the entities consisted o— data sets of personally

identifiable information (PII), potentially indicating that the bulk collection of such PIl had been their goal.

Furthermore, these Pll-related data sets included several characterized as voter registration records.
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TRy
-possessed a document as of [JJJj 2019 that listed some [ data - N e

. Of particular note, this list included 97 entries that were

explicitly identified as originating from U.S..— entities--though the majority of. list

consisted of data from other countries, with the entries’ descriptions indicating that most of the data came from

. The list appeared to be organized based on certain factors-_

of the data involved private companies, government organizations, and NGOs.
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@) U s. Voter, Election-Related Data

Name

Data Volume

Date of Information

Apparent Contents

Unspecified U.S. voter

data ©

204,822,241 records
(45 GB)

2016

Includes voters' names
, ages, phone numbe
rs, addresses, etc.
A file, downloaded
byl on ,
indicated his possible
possession of this data
as well.

Named U.S. state 1

voter database

1,746,069 records

2017

Includes voter IDs,
full names, current
addresses, previous
addresses, birth dates
. gender, and phone
numbers.
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Named U.S. state 2

voter database )

7,893,248 records

2017

Includes voter IDs,

full names, current
addresses, former
addresses, birth dates,
gender, and citizenship
information.

Named U.S. state 3
voter database

9,978,302 records (6+
GB)

U.S. person )

Named U.S. state 4 Unknown Unknown Unknown
voter database

Named U.S. state 5 Unknown Unknown Unknown
voter database

Named U.S. state 6 Unknown Unknown Unknown
voter database

Named U.S. state 7 Unknown Unknown Unknown
voter database

Named U.S. state 8 Unknown Unknown Unknown
voter database

Emails from a named 7.42 GB 2016 Includes election-relate

d materials

B U s -Origin Pl

Name Data Volume Area

Date of Informatio | Apparent Conte

nts
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Unspecified U.S.

28 million records

citizen medical social
database ©° security numbers,
Named U.S.

medical group's
servers and impor
tant data

Named U.S.
biogenetics group

Named U.S.
school

Named U.S.
business services

company 1 )
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) compromised Websites
TR

Name

Data Volume

Date of Information

Apparent Contents

Named U.S. business
services company 2's
complaints website

B 2016

Unknown

data from
named U.S. business

services company 3 )

data from
named U.S. business
services company 4

- records

Data that is unable to
be updated

Named U.S. web servi
ces company 1

—

Includes email addre
sses, passwords and
data.

Named U.S. web servi
ces company 2

Named U.S. web servi
ces company 3

Includes domain
names, registered
email addresses, login
IDs, passwords, accou
nt numbers, dates of
registration, etc.

Named U.S. web servi
ces company 4

Data unable to be
updated
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Named U.S. web servi
ces company 5

- million records

2018

Newly added data from
2018 that includes full
names, addresses,
telephone numbers,
administrative offices
and email addresses.

Leaked data from
named U.S. cyber

security company )

2018

Leaked data

"America" Exploit.in

.MB

List was released in
2017, but was marked
as 2018

Includes email addre
sses and password
data that can be updat

IRy

www.mac-torrents.com
(Apple application
downloading site)

- records

B 2016

Named U.S. email (presumably | Unknown Includes email addre
provider records) sses and passwords
Named U.S. registered - -

website

biige.com s 2014

DECLASSIFIED

BY COUNSEL TO THE PRESIDENT WARRINGTON ON 10 JULY 2026




DECLASSIFIED BY COUNSEL TO THE PRESIDENT WARRINGTON ON 10 JULY 2026

) social Networking Websites

Name

records

records

Named U.S. social
networking company 1
(5)

Named U.S. social
networking company 2
(5)

records

Named U.S. social
networking company 3

Named U.S. social
networking company 4
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networking company 5

Named U.S. social _ -

networking company 6

Account information - -

from named U.S. socia
| networking company
6

(U/Fill) U.S. NGOs, Religious Groups, and Professional Organizations

RN
Name Data Volume Date of Information Apparent Contents

Named U.S. labor - -

organization 1 i
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Named U.S. labor
organization 2

Named U.S. religious
media organization

U.S.-based internatio
nal law organization

"2014 Business Cards"

Named U.S. lawyer
association

Named U.S. law enfor

cement association (°)
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Named U.S. trade
association 1

|
"TY g

Named U.S. think tank | Unknown
10

Named U.S. travel
company

(V) Other Private U.S. Entities

Sector

Industry

U.S. Think Tanks

Software

o T Tt i et P ottty
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(UM United States Government Entities
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I'“ "

LRI

B United States Government Data

Name Data Volume Date of Information Apparent Contents
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Named U.S. publisher

B 2017

Military maps and
records in PDF format

((publicly released infor
mation about alleged
NSA intelligence colle

ction activities)) )

2013 - 2016

Publicly leaked U.S.
data

Publicly leaked email

s from a named former
U.S. official

F-15-Related Data ®

. emere

1998 - 2012

Downloaded data

from a

computer--such as the
initial evaluationsF-15
fighter jet maintenanc
e and technical manua
I, and other docum
entation dated betwe
en 1998 and 2012

Named U.S. cleared
defense contractor 1

documents
and datab
ase records in a TXT

2015-- 2017

AU.S.
ervice contr

actor, with a catalog

Named U.S. cleared documents and 2012 AU.S.
defense contractor 2 service contr
documents actor
Named U.S. cleared 2013 AU.S.
defense contractor 3 ervice contr
actor
Named U.S. cleared attachment 2015 —

defense contractor 4

s and emails
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